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Online video has become increasingly popular and1 is often included in 

the marketing and communication mix. Although many of these videos 

are produced professionally, three out of five marketers would prefer 

making these videos themselves2. Larger organisations generally shoot, 

edit and publish videos in-house as well. It is a creative and enjoyable 

process that enables organizations to produce videos at a fast pace.

But there are rules and regulations that need to be addressed, 

such as the right of publicity and the GDPR Act introduced in 2018. 

When making videos with professional actors, both parties come 

to an agreement about usage, storage and distribution. However, 

many companies prefer relying on their own employees and clients 

for increased authenticity and credibility. In most of these cases, 

agreements are not automatically arranged. They are often completely 

overlooked. Employees more or less blindly assume that the company 

has taken care of everything concerning the GDPR Act. Many are 

unaware of the impact of the GDPR  on video production. This can lead 

to unpleasant surprises. 

This brings us to the purpose of this whitepaper. To provide a complete 

overview of the rules of privacy and personality rights when creating, 

storing and distributing business videos. In preparation for this 

paper we conducted random sampling from a hundred websites 

and interviewed brand managers, marketers and communication 

professionals. Our findings were fact-checked by a Certified 

Information Privacy Manager.

This whitepaper will start with an outline of the GDPR Act and define 

what personal data is and when it may be processed. It will go on 

to explain the impact of GDPR on every aspect of video production, 

from preparation to publication. Subsequently, it will discuss the 

consequences of the Cookie Law on video publication. The whitepaper 

will conclude with a list of all the necessary steps for creating and 

publishing GDPR-proof videos.

1.

INTRODUCTION

1 Online Video Monitor 2019

2  Online Video Monitor 2019
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The General Data Protection Regulation (GDPR) was implemented on May 25, 2018. This 

privacy act replaced the Dutch Personal Data Protection Act (WPB) and ensures that all 

regulations are the same throughout Europe. This guarantees both privacy of European 

citizens and free movement of personal data within the European Union.

The GDPR applies to all forms of personal data processing, including video production. 

From customer or employee interviews to filming an environment with people passing by. 

Most people are unaware of this form of storing and processing personal data and the 

sensitivities that come with it.

GDPR

2.

Despite the Dutch Personal Data Protection Act (WBP) having been in effect in 

the Netherlands since 2001, The GDPR Act is generally regarded with scepticism. 

The GDPR Act is more strict than local privacy laws and better suits today’s 

online and data-driven society. It also provides citizens with more rights to protect 

their own privacy as well as creating uniformity in data handling throughout the 

European Union. In other words: the GDPR Act clarifies the circumstances under 

which personal data may be processed. 

18 Months after the introduction of the GDPR Act, many larger companies 

are already well underway in complying with all legislation. But research by 

McKinsey3 shows that very few organisations are confident in being fully GDPR 

compliant. Over fifty percent of the organisations use irregular check-ups and 

manual processes in order to comply with the GDPR Act as well as possible. This 

results in extra costs and adds up to broader organizational challenges such 

as ensuring privacy, reporting data leaks efficiently and auditing the company. 

In Short, a lot of work, without being fully GDPR compliant. Hence the need for 

structural tools and solutions.

These kinds of tools and solutions usually result in unwanted investments. Even 

though Cisco research4 shows that more than 70% of companies that make 

investments in privacy and security have a profitability that exceeds the cost 

of the investment. This is because these investments make processes more 

efficient. In addition, companies that handle their data and personal data with 

care are more appealing to customers. Companies that collect consumer-data are 

increasingly regarded as “unethical and sneaky”5. There seems to be a growing 

awareness of the importance of privacy.

3 McKinsey, GDPR compliance since May 2018: A continuing challenge, 2019

4 Cisco, Data Privacy Benchmark Studie, 2020

5 J. Walter Thompson Intelligence, The future 100, 2020
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2.1  WHAT ARE PERSONAL DATA?

Personal data cannot be processed freely. This is consi-

dered an invasion of privacy and everyone has a consti-

tutional right to privacy. But what constitutes personal 

data? Personal data includes all information relating 

to an ‘identified’ or ‘identifiable’ natural person. A tree 

or other piece of nature is not identifiable as personal 

information, but a name, address or place of residence 

is. What is considered personal data when shooting a 

video? This 4-step test will determine if the video con-

tains personal data. The data are personal when all four 

questions can be answered with a ‘yes’.

 ‣ Does it contain information? Yes/No

 ‣ Can the information be related to a person? Yes/No

 ‣ Can this person be identified? Yes/No

 ‣ Is this a natural person? Yes/No

An example: picture 1 shows a frame of a video. We will 

do the 4-step test to find out if it contains personal data.

 ‣ Does it contain information? The carrier is irre-

levant; a photograph, on paper, online etcetera.  

Yes, a person is seen presenting in front of an au-

dience. The video might provide more information 

on this person and his environment.

 ‣ Can the information be related to a person? Yes, 

everything uttered in a video creates a connection 

between the information and the person visible on 

the screen.

 ‣ Can this person be identified? Yes, even without 

his name being displayed. nowadays you can easily 

look up someone’s information online. This can be 

done by name, address, but also by using an image 

of someone’s face.

 ‣ Is this a natural person? Yes, this is a natural and 

identifiable person. 

This case contains personal data because the answer 

was “yes” on all accounts. This 4-step test will help 

you to quickly determine if data is personal. Be critical 

when answering these questions. A tattoo for example 

can often already be considered personal data. It is a 

unique characteristic that can be related to a person. 

Even when a person’s face is not shown, you can often 

identify someone simply by looking at the tattoo. 

The GDPR Act also makes a distinction between general 

and specific categories of personal data. Examples of 

general personal data are a home address, an e-mail 

address, a telephone number, but also an IP address. 

Examples of specific categories of personal data are 

racial or ethnic background, political opinions, religious 

or philosophical beliefs and data concerning health. 

These data may not be processed unless an exception 

has been made for this or explicit permission has been 

obtained from the data subject. Videos usually enable 

you to deduce a person’s race based on the colour of 

their skin, or their state of health; for example in the 

case of a disability. This is why it is important to always 

ask for explicit permission when filming and have an 

agreement signed by the person you are filming. 

Figure 1: screenshot of Quadia Bootcamp video from 2019
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2.2  WHAT PARTIES ARE INVOLVED?  
Before personal data is processed and stored, it is 

important to specify the parties that are involved in the 

processing of data. Varying rights and obligations are 

applicable to different parties.

 ‣ Data subject: The individual whose information is 

being processed. In video production, this is the 

person being filmed. 

 ‣ Data controller: A company with the authority to 

make decisions on how the personal data is pro-

cessed and stored. The controller is responsible for 

collecting the data and for obtaining consent from 

the data subject. He must also ensure the data is 

only processed for its intended purpose. The data 

must also be stored securely. In the case of video 

production, a company placing the order for a video is 

considered a data controller. The company is accoun-

table for the personal data, even when part of the 

processing is outsourced to another party.

 ‣ Data processor: An organization or individual in 

charge of processing and storage of the data on 

behalf of the data controller. The processor is res-

ponsible for the physical storage of the data and its 

security. It must ensure that all subcontractors (data 

centres, cloud solutions, et cetera) are in compliance 

with this. Although they process personal data, they 

are not fully responsible. This responsibility always 

lies with the data controller. However, in the event 

of a data breach, the data processor must inform 

the controller. In most cases the processor is a video 

production company, unless the video is made by the 

company itself.

 ‣ Supervisory authority: A supervisory entity char-

tered to enforce privacy or data protection laws 

and regulations. In the Netherlands, this authority 

is called Autoriteit Persoonsgegevens (AP). Every 

European country has its own authoritative entity. 

It is important to be aware of your role in the processing 

of data. As a controller or processor, you have different 

obligations. As a rule, the company ordering the video 

is always the data controller. The video production 

party creating the videos is considered a processor. It is 

important to properly assign these roles at the start of 

all collaborations and situations and to make a record of 

all involved parties as well as sticking to each assigned 

role. In addition, Article 28 of the GDPR Act states that, 

as a controller, you must ensure that the processor 

storing and processing personal data on behalf of your 

company is fully GDPR-compliant. This must also be 

checked with all involved video production parties.

2.3  WHEN ARE YOU ALLOWED TO  
PROCESS PERSONAL DATA?  

Now that you are aware of personal data in videos with 

people, you will need to be authorised to process this in-

formation as a data controller. There has to be a legitimate, 

GDPR-defined base for processing personal data. 

This means that you must determine on which legitimate 

base you will process the data, prior to processing the 

information. This must be done carefully, as you can only 

choose one legitimate base. Once a base is chosen, it 

cannot be altered. Think of it as a six-lane motorway, 

where your lane of choice will be the entire trajectory (see 

figure 2). The GDPR Act defines six legitimate bases: 

1. It is necessary to process the data for the performance 

of a contract. For example sharing your personal infor-

mation with your internet provider. The provider cannot 

extend its service without your name, address and bank 

account number.

2. It is necessary to process the data for the performance 

of a task carried out in the public interest. For example, 

the Tax and Customs Administration processing per-

sonal data in order to carry out its tasks.

3. It is necessary to process data in order to safeguard vital 

interests. For example when someone is unconscious 

and cannot give permission to process the necessary 

medical data. The person’s wellbeing is more important 

than his or her privacy at that moment. 

4. It is necessary to process data in order to pursue a 

legitimate interest. Take, for example, your house 

insurance. If you have a contract, the insurance 

company may ask for feedback and recommend other 

insurances, which may also apply to your situation. 

The insurance company already has your details and 

is allowed to process them. Such an additional service 

may also be in your own interest.

5. It is necessary to process data to comply with a legal 

obligation. There are laws that require the collection of 

data. Payroll administration is an example, which must 

be kept for at least seven years in The Netherlands.

6. The person involved has freely given consent to process 

his or her personal data. When none of the other bases 

are applicable, this one can be used. This permission 

must be given explicitly and may be withdrawn at any 

time. This revoking permission must be just as easy as 

giving permission.

 

You are obligated to consciously choose which legitimate 

base applies before you start processing personal data. 

Choose a base that best suits the reason for processing 

the personal data. Keep in mind that “consent” is a residual 

provision. You only use this provision if you are unable to 

use any of the other five principles.

You will also need a privacy team that can work with 

protocols that describe exactly how to act in certain 

situations. There must be a data breach protocol, for 

example. But also a protocol for handling personal data 

questions from clients. This is the privacy office of the 

company. The place where all customers and employees 

can ask questions on how the company processes and 

stores personal data.

Figure 2: Six bases

Contract ConsentPublic 
interest

Vita
interest

Legitimate
interest

Legal
obligation
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2.4  GDPR AND THE EIGHT PRINCIPLES
The entire GDPR Act consists of 99 articles. These 

articles are founded on eight principles. If you have an 

issue with the GDPR, it is best to start with these eight 

principles when dealing with your issue. 

Lawfulness and Transparency: Before you start 

processing data, a legitimate base must be chosen. 

Communication has to be transparent and upfront with 

the people whose personal data you are processing. 

Purpose limitation: The purpose for which the video is 

being produced must be determined in advance and the 

video must not be used for other purposes. This means 

that you cannot reuse images containing personal data 

for other videos, such as a compilation video. If you want 

to do this, arrangements for this will have to be made 

beforehand.

Data minimisation: Only shoot what is needed for the 

video. Don’t shoot unnecessary extra footage which will 

not be used anyway. 

Accuracy: All data must always be correct and up to 

date. The person being filmed must be provided with the 

possibility to have incorrect data changed. For example 

a spelling mistake in the name or function of a person 

shown in the video.

Storage limitation: Do not extend the predetermined 

storage period of the edited video and all raw material. 

Once this period has passed, the video and all raw ma-

terial must be removed. Both online and from all hard 

drives and (cloud) storage. 

Rights of those involved: The person being filmed has 

several rights. This person may, for example, view the 

video, have it corrected, or even have it removed if there 

is no legitimately defined base. 

Integrity and confidentiality: All data must be well pro-

tected against unwanted access, loss and destruction. 

This must be securely arranged with adequate backups. 

Accountability: The controller (i.e. the client of the 

video) is always fully responsible for both the raw ma-

terial and the video. This also applies to data breaches 

or when something goes wrong with the data.

These eight principles have an effect on how videos are 

stored and published. For example, if an employee leaves 

a company, all personal data that is no longer needed 

should be deleted. And if that employee is in one of your 

videos, those images must be deleted after termination 

of employment. This includes all raw video material. This 

can be prevented by making the proper arrangements 

before starting the production of the video to ensure 

continued usage and storage of the video footage after 

termination of employment. This also applies if you want 

to film your clients for your videos. 

All of this is easier said than done. Most companies 

work with several different suppliers, all processing 

and storing the data differently. Large corporations 

produce an average of 300 videos every year6. Keeping 

track of all the suppliers and storage limitations for all 

the videos and raw materials can be quite demanding. 

Leaving these tasks up to a supplier will cost extra time 

and money, provided the supplier doesn’t leave files 

on a computer, a server or in the cloud. This can be co-

vered using a good Data Processing Agreement (DPA). 

Chapter 3.4 will further explain what a DPA is and what 

it must contain. 

The best way is to manage all videos and raw material 

yourself. With good labelling and a database tracking 

the people appearing in the videos, you can easily find 

files and delete them if necessary. If you don’t have 

the time nor the resources to manage this on your own 

servers, then a party such as Quadia can provide this 

service for you. Quadia offers the possibility to store, 

label and file all raw material in one place. This way you 

will always be able to access all video files containing a 

specific person.

6 Vidyard 2019 Benchmark report
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GDPR 
AND VIDEO

3.

If someone is recognizable on a video, it is personal data. It is not always 

necessary to be fully recognizable in the picture. Sometimes a tattoo, someone’s 

posture or a very poorly pixelated image can be enough to identify someone. 

Think of all those Crimewatch television programs, where people are regularly 

identified despite the very unclear images. Video images can almost always be 

classified as a specific category of personal data. Just by looking at a video it can 

be possible to identify the race, religion or disability of the person in the picture.

Which is why you have to be careful with this data when creating and publishing 

video. There are several moments during a video production that deal with 

personal data processing: recording the footage, storing raw material, saving the 

final video, and publishing the video. But before starting your production, it is 

important to take the necessary precautions for the video production. Not only 

for the video, but also from a GDPR point of view. 

3.1  PREPARATION 
VIDEO

Before you start filming, it is important to think about 

a number of subjects. By answering the questions 

below, you will be prepared for all the necessary steps 

throughout the whole video process. This will ensure 

that you are GDPR-proof.

 ‣ Purpose: For what purpose will you use the video. 

These can be multiple purposes, as long as they 

are well-specified. So: “we want to make a video 

for our company”, is not enough. The more specific, 

the better. An example: ‘we want to make a video 

showing what it’s like to work in our marketing 

department’.

 ‣ Base: On what base will you process your personal 

data? (Chapters 3.2 and 3.4 elaborates on the dif-

ferent bases for processing video). 

 ‣ Channels: Through which channels will you publish 

the video? Name each of the channels separately. 

Will the video be published organically or will you 

also distribute it as an advertisement?

 ‣ Term: How long will the video be online and what is 

the storage limit for the raw material?

By answering these questions carefully beforehand, 

you will be well-prepared and able to comply with the 

GDPR Act. You can also transparently inform the person 

you are going to film about the video, because you know 

exactly how you are going to use the video.

3.2  RECORDING 
VIDEO

When recording video, it is considered personal data 

when a person is identifiable. In which case you are 

obliged to choose a base for processing the data.

There are exceptions to this law. If the video is for private 

use, then no base is needed as long as the video is not 

made public. There are also exceptions for journalistic, 

academic, artistic and literary purposes.

Companies create videos in a professional environment 

with the purpose of showing them publicly. This means 

there must certainly be a base for processing personal 

data. The processing can be consent-based or con-

tract-based. If it is consent-based, this means that the 

person in your video must give explicit consent for this. 

This can be done verbally or by ticking a box on a form. 

A disadvantage is that someone can withdraw their 

permission at any time. If processing is contract-based, 

you can draw up a contract that must be signed by both 

parties. It is not necessary to have everyone that passes 

by in the picture sign an agreement. You only do this for 

the people who are prominently featured in the picture. 

Though it is important that people in the vicinity of the 

video shoot are aware that they might appear in the 

video, if they walk by. Depending on the location of the 

video shoot, this can be done in different ways. 

It is always recommended to shoot footage with a sub-

stantial depth of field, so that people in the background 

will not be clearly recognizable. You can also place signs 

in a public place warning people about a video being 

shot in a certain area. At events, it is advisable to warn 

people in advance. For example through a statement 

on the invitation or when people are buying their event 

tickets. It is important to ensure surprise minimisation. 

This means people are not overly surprised when they 

find themselves appearing in a video they didn’t know 

about.

Please note: permission or an agreement to be filmed 

does not equal permission or an agreement to publish! 

Filming and publishing require separate permissions or 

agreements.
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 ‣ Do not store unnecessary data: If you have shot 

enough footage; stop filming. Don’t continue filming 

because you still have time left or because you 

might be able to use the extra video footage for 

another video. Only shoot and save the footage you 

really need and delete the rest. 

 ‣ Data must be correct. Make sure all data; from 

quitclaims to name titles to the content of the video 

is correct. Have all data checked by the person in the 

video.

 ‣ Make sure that all data is deleted again. If the 

deadline you agreed with the person you filmed has 

passed, make sure that the video is not only deleted 

online, but also all the raw material on all computers, 

disks and servers. 

 ‣ All signed agreements must be neatly archived 

and securely stored to prevent it from disappearing 

or being seen by other, unauthorised people.  

To ensure all of this is taken care of properly, a data 

controller must issue a data processor agreement (DPA) 

with the data processor. The following must be included 

in the agreement: the purpose of the processing, the 

way in which the data is processed, where all data is 

stored, security, the terms of processing and storage, 

a confidentiality clause and agreements concerning 

subcontractors, liability and audits. Data processor 

agreements for specific industries are often available 

for branch organisations. These documents often form 

a good starting point for data processing agreements.

These agreements are usually part of the general con-

tracts or master agreements. In large companies, these 

contracts are drawn up by the purchase department and 

issues to preferred suppliers. This indicates the impor-

tance of working with these preferred video companies 

as opposed to asking a new party to make your videos. 

Since your purchase department makes sure all proper 

arrangements are made. It might not be the best idea to 

use a new video production company, unless you have 

drawn up good contracts and data processing agree-

ments with your purchase department.

If the files end up in a cloud service, a data processing 

agreement must be issued with the cloud provider. 

Please note: with large cloud services (YouTube or 

Vimeo) you cannot set any conditions yourself and you 

must unilaterally agree to their conditions. YouTube, for 

example, only deletes data 180 days after the instruction 

to delete them. And if you want to audit Google, it will 

cost a lot of money.

Alternatively, a company might consider using an Online 

Video Platform, such as the one offered by Quadia. A 

company can enter into a joint agreement with such a 

platform. This ensures customised data processing.

3.5   STORAGE AND 
PUBLICATION OF 
THE FINAL VIDEO

The video is finished, the big moment has arrived: you 

are about to publish your video. There are a number of 

GDPR related rules to take into account:

 ‣ The video is usually stored in a cloud service 

provider. A data processor agreement (DPA)  is 

needed for this.

 ‣ You store all personal details of the people who 

were filmed. You will need permission from the 

people who were filmed to (1) store the videos on a 

cloud service, and (2) publish them on the internet 

or intranet. The best way to arrange this permission 

is in a quitclaim.

 ‣ It is important to agree on an end date for the 

publication. Once that date has passed, you should 

delete all the data on all locations. This includes all 

hard drives and cloud services providers from the 

producer of the video.

Many people forget these steps. Data gets stored so-

mewhere without knowing what data is  actually owned 

by the video provider. Or personal data is not properly 

logged with footage. Most of the time a client can’t 

guarantee all the data at the video  provider will really 

be removed if necessary. This can only be guaranteed if 

the right data processor agreement has been drawn up 

for the video provider.

3.3  PERSONALITY 
RIGHT7

In addition to the GDPR, one has to deal with personality 

rights. A person appearing in a video has the right to 

prevent publication. The severity of a person’s grounds 

for preventing a publication is dependent on the 

situation and use of the video. If the video is intended 

for promotional purposes (which is usually the case 

with business videos), the interest of the person in the 

video quickly outweighs that of the company. He or she 

is being associated with the company and therefore 

seems to be endorsing the advertisement/video.

In order to properly cover both the GDPR and perso-

nality rights, it is inadvisable to only ask a person for 

permission to film. It is better to use a quitclaim. This is 

an agreement in which the person portrayed gives per-

mission to be filmed and for the video to be published by 

the company. It is wise to clearly indicate the purpose 

for which the video is used, where the video will be 

placed, and for what period of time it will be placed. The 

document must be signed in duplicate by both parties.

It is important to archive the quitclaims properly. These 

documents are also personal data and must therefore 

also be stored carefully, so that the documents cannot 

be viewed, lost or destroyed without authorisation. It is 

also important to link these documents to the videos, 

both in the publications and in the archive. This way you 

always know exactly who is in the videos and you can 

always make a new agreement if you want to use the 

video for a longer period of time. 

A quitclaim can also indicate that the images will be 

used indefinitely and for all purposes. In this case, the 

portrayed person recounces the right to block any publi-

cation with no possibility to have the footage removed. 

Deletion is only possible through ‘plausible interest’; for 

example, if the person experiences major disadvantages 

because of the publication or if the video is placed in a 

different context.

This might seem attractive in theory, but the reality is 

quite different. It comes off as a rather unfriendly ge-

sture to whoever is kind enough to help you with your 

video. Whether it concerns cooperating employees 

or clients; you don’t want anyone to be left with a bad 

feeling. It is simply a matter of being well-behaved. And 

with a transparent and limited contract you are more in 

line with the GDPR Act.

The quitclaim only grants permission for a certain 

period of time and certain uses, so at the end of that 

period you are required to remove the video and all 

raw material; both online and from all computers and 

servers. If you wish to use the video (or other images) for 

other purposes or for an extended period of time, you 

are required to make a new contract with the person in 

the video.

3.4  STORAGE  
MATERIAL

After the video shoot, the film material has to be 

imported. The material is then often stored on com-

puters, servers and hard disks so that it can be edited 

into a video. This is usually done by a video production 

company, which acts as a data processor. This party 

processes the data on behalf of your company. You can 

also choose to process the video yourself. In this case, 

your company functions as both a data controller and 

a data processor. As a data controller you have full 

responsibility for the personal data. And as explained 

in chapter 2.4 ‘GDPR and the eight principles’, you must 

therefore take a number of things into account during 

storage:

 ‣ Do not use the video for other purposes than for 

those you have agreed upon. Even if you have a nice 

idea for a compilation video or any other video, you 

may not use the files for that purpose if this has not 

been specified beforehand. If you still wish to use 

the files for other purposes, you will have to make a 

new contract.

 ‣ The files must be securely stored. The files must 

be protected against unauthorized access, loss and 

destruction.

7  Personality rights are organised differently in every 
country in Europe. In this whitepaper we are describing the 
situation in the Netherlands. Make sure to find out which 
rules apply in your country.
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PUBLISH 
VIDEOS

4.

Of course you want your video to be played as 

much as possible. You can do this by embedding 

the video on your corporate website. The GDPR 

Act plays an important part in publishing videos.
8  This is the Dutch supervisory entity chartered to  

enforce privacy and data protection laws and regulations. 

9  AP: many websites incorrectly request permission to  
place tracking cookies, Authority for Personal Data,  
10 December 2019

10  Authority Personal Data cannot handle increase privacy 
complaints, nu.nl, 9 September 2019

4.1   PUBLISHING  
VIDEOS AND  
THE GDPR

Now that you have signed agreements with the people 

who are filmed, you will also have to deal with the 

privacy of the people watching the video. The GDPR and 

the Cookie Law apply to consumer privacy. You must 

clearly inform visitors of your website about the usages 

of cookies. The visitor must explicitly consent to the 

storage of certain cookies on their computer.

Functional and analytical cookies that are not priva-

cy-sensitive and do not store any personal data are 

exempted. The personal nature of an IP address is often 

overlooked. These types of cookies ensure that the 

website works properly. For example, analytical cookies 

store visitor statistics by remembering what a visitor 

puts in his basket so that it is not empty when that 

visitor goes to another page or website. They provide 

important feedback on how a website functions. These 

analytical cookies have little or no impact on privacy, 

provided they store the data anonymously (without IP 

address).

If you have different purposes for storing the cookies, 

you must name them all and permission must be granted 

for each new purpose. Let’s take tracking cookies for 

example. You must always be able to prove that the 

visitor gave permission before cookies are stored on the 

computer. And the visitor must be able to withdraw that 

permission - easily - at any time.

4.2  ERRORS IN  
IMPLEMENTATION

The Dutch Authority for Personal Data8 carried out a 

random online investigation. More than half of the 175 

websites examined did not comply with the cookie 

legislation9. For example, tracking cookies were placed 

without permission. Or it was made impossible to visit 

the website without accepting all cookies. These so-

called cookie walls are prohibited. Everyone should be 

able to visit a website that functions properly, without 

tracking cookies being imposed.

It is also important to realise that every visitor must ac-

tively and consciously provide consent for the placement 

of tracking cookies. The purpose of these cookies must 

be clearly and transparently communicated. This means 

that every visitor must actively tick a box or enable the 

cookies (see figure 3). Tracking cookies may therefore 

never be placed without specific permission.

Figure 3: Cookies are not enabled in advance. A visitor must first click 
on enable and then accept before the tracking cookies can be placed.

 

The number of complaints received by the Dutch 

Personal Data Authority is increasing. The 15,000 

complaints in the first half of 2019, which is 59% more 

than in the previous 6 months. People are more aware 

of the rules and will blow their whistle if their data is 

not handled carefully or if the data is passed on to third 

parties unsolicited10.
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4.3 SOLUTIONS
There are several ways to comply with the Cookie Law. You 

can block video players that share personal data (such as 

YouTube) until someone gives permission to store tracking 

cookies. When a new visitor enters the website, the videos 

are automatically blocked. As a result, no cookies are 

placed, but the video cannot be viewed either. As soon as 

the visitor agrees, the site will lift the block. A safe option, 

but not very user-friendly. Users cannot simply watch a 

video without being obliged to accept tracking cookies. 

Some websites prevent a video from loading, after 

pressing start. For the visitor it looks like the video doesn’t 

work (see picture 5). Other websites choose to hide the 

video player, so users aren’t aware of the video on the 

website. Instead there’s a text, asking for permission so 

the video can be viewed (see image 6).

A beautiful thumbnail with a clear play button really 

appeals to visitors. If you first have to read a small text 

and give your consent, chances are you’ll skip the video 

- “the video did not look that fun anyway”. If you do give 

permission as a visitor, you are directed to a consent page. 

The visitor then has to go back to the page to watch the 

video. A lot of hassle that no one really wants. The result: 

less views. Even though videos continue to play a major 

role in the attractiveness of a website. If a website con-

tains videos, visitors extend their time on the website by 

an average of 2.6 times11. Also, sites containing video seem 

to have an increased conversion of 80%12.

Figure 5: On this website the video keeps loading, which  
makes the visitor think that the video does not work.

 

There is another reason for avoiding such solutions. 3 to 

5% of users actively block cookies; by rejecting them, by 

using a pop-up blocker, or via incognito mode. And more 

and more browsers are automatically blocking cookies. 

Safari has been doing this for several years and Firefox 

has been actively blocking all third-party cookies since 

September 201913. And the trend seems to be growing. 

Soon 80% of all browsers will block cookies14. Then 

all websites that choose to block videos will no longer 

show videos (until permission is granted).

The best solution is to use an Online Video Platform. 

Like Quadia for example. This insures you won’t get any 

trouble with cookies, and that you will be in compliance 

with all the rules. And you won’t be at the mercy of the 

whims of parties like Google (for YouTube) or Vimeo, 

who regularly change their terms and conditions, agree-

ments and privacy statements unilaterally.

Quadia’s video player only places cookies to anony-

mously collect statistics on how the video is viewed. This 

is in accordance with the Cookie Law. After the summer 

of 2020, Quadia will introduce “privacy mode” where no 

cookies will be placed at all. Zero cookies. Visitors to 

your website will be able to view the videos one hundred 

percent anonymously. A disadvantage for you is that we 

only keep statistics by counting the video plays, which 

is slightly less accurate and detailed. For example, you 

no longer know which browser your visitors use or where 

they come from. But, your visitor can always see the 

videos, and can watch them all without any problems. 

Quadia’s video player also offers many more possibi-

lities such as interactivity, PowerPoint integration and 

e-learning.

Cookies are almost always used to show videos. Some 

of them are allowed, as long as they are functional (e.g. 

remembering how loud the volume is) or statistical, 

to anonymously keep track of the amount of plays a 

video has. For all other (tracking) cookies permission is 

needed; especially when storing personal data. We can’t 

stress this enough: do not set tracking cookies until 

you’ve received permission to do so.

4.2.1 YOUTUBE AND COOKIES

Not all video players on websites adhere to the rules. 

For example, YouTube uses tracking cookies to track 

what a viewer is doing and what they are interested in. 

Google uses this for its advertising platform. This is 

smart but prohibited by the cookie law if done without 

permission. They do this when you watch videos on their 

website, but also when you embed the YouTube player 

on your own website. 

YouTube offers a solution to prevent the placement 

of cookies. They call it the privacy-enhanced mode. It 

allows you to embed videos with a ‘-nocookie’ affix. You 

replace the URL of youtube.com with youtube-nocookie.

com. But this is not a ‘no-cookie’ solution. Even Google 

calls it the ‘delayed cookie option’. When you click on 

the privacy mode on YouTube, you will get the following 

message: “When you turn on privacy-enhanced mode, 

YouTube won’t store information about visitors on your 

website unless they play the video” (Figure 4). In other 

words, a cookie will still be placed once the video is 

played. Even if your visitor has not given his or her per-

mission to do so. So with ‘no-cookie’ mode you stick to 

the GDPR Act and Cookie Law until the visitor presses 

the play button.

 

Figure 4: Notification from YouTube when privacy mode is enabled

4.2.2 VIMEO AND COOKIES

At Vimeo, it’s harder to find out if you are in compliance 

with the GDPR Act when you embed videos on your 

website. According to their own cookie policy, their 

video player only uses “first-party” cookies which they 

believe are essential for the “video player experience”. 

They use functional and statistical cookies. They do not 

place cookies to track or analyse people. As a result, 

your website complies with the GDPR Act. However, 

compliance does not depend on placing first or third-

party cookies, but on whether or not the statistics 

they are collected anonymously. When reviewing their 

privacy and cookie statement, it appears that Vimeo 

automatically stores IP addresses, which are personal 

data. No explicit permission is asked for this. However, 

in their cookie statement they do indicate that there is a 

possibility for EU users to unsubscribe from their first-

party cookies. This is only possible for users of Vimeo 

itself. This means that if you use Vimeo to display videos 

on your website, you are also in violation of the Cookie 

Law. People have to be registered Vimeo members and 

opt out of storing cookies on their own account. It is 

therefore recommended to use a different video player.

Our own research shows that more than 65% of the 100 

largest Dutch companies do not comply with Cookie 

Law when embedding videos. For example, by em-

bedding YouTube videos which are not directly blocked 

until permission has been given for the tracking cookies. 

Or with Vimeo, because they store the IP addresses of 

your visitors.

Figure 6: Example of a cookie message. The video can only  
be viewed after permission has been obtained. Unfortunately  
it isn’t clear that it is a video.

11  Video time on page, Wistia study, 2016

12  The Benefits of Using Video on Landing Pages,  
Unbounce, 2019 

13  Today’s Firefox Blocks Third-Party Tracking Cookies 
and Cryptomining by Default, Mozilla Firefox blog,  
3 September 2019

14  82% of Browsers will soon be blocking Cookies  
by Default, Affino, 17 June 2019
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CONCLUSION 
AND PRACTICAL 
TIPS

5.

Since the introduction of the GDPR, companies have been 

working on its implementation. Some critical issues have not 

been dealt with properly. An important reason for this is a 

lack of knowledge on the exact definition of personal data. 

Not everyone is fully aware of the implications of the GDPR 

Act when making and distributing video.

It’s important to know what you’re dealing with when you are creating and publishing videos. 

These are the most important actions you can take to make your video process compliant 

with the GDPR:

 ‣ Prepare yourself well before you start filming. Define the purpose in advance, the base, 

the publication channels and the time frame in which the data will be stored.

 ‣ Make data processor agreements with all suppliers. The agreement describes how all 

the types data are stored, in what time frame and how you can have certain information 

deleted. Your company will often already have a standard agreement. Consult with your 

legal & compliance or purchase department.

 ‣ Make sure you have a good quitclaim. Write down the time frame and platform for using 

the video. This document must be signed in duplicate by both parties. It is advisable to 

have the quitclaim checked by the legal & compliance department. 

 ‣ Archive the quitclaim carefully. As the controller, you are responsible for careful 

archiving - this is mandatory under the GDPR Act. Again, remember to store the files 

carefully so that no unauthorized person can access the quitclaims and the files cannot 

be lost or destroyed. 

 ‣ Make sure the quitclaims are linked to the videos, so you always know who is in the 

videos, what agreements you have made with them and how you can contact them if you 

want to use the video for another purpose or for a longer period of time.

 ‣ Keep track of when videos need to be taken offline so that you can take the videos 

offline when the publication period expires. Or provide a system that does this automati-

cally for you.

 ‣ And, last but not least, make sure your video player complies with the Cookie Law. 

Check what kind of video player you have. If you use the video player from YouTube or 

Vimeo, you must block the video until you get permission from the visitor. If you want 

your visitor to be able to see your videos at all times, it is best to use your own video 

player that can function without a cookie, such as the Quadia Platform.

Go through these steps and make sure you comply with all laws and regulations surrounding 

the GDPR. If you have any questions, or if you are looking for support in implementing these 

steps, please contact Quadia.
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ABOUT 
QUADIA 
VIDEO 
PLATFORM

6.
The Quadia platform helps you to store, manage and 

publish all videos in one place. Thanks to integrated 

reporting and analysis, you always have insight into 

viewing figures and results. The platform is built with 

the latest technologies, where privacy and security 

are paramount. This makes it GDPR-proof and in 

compliance with the Cookie Law.
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ABOUT QUADIA

7.

 Quadia has been active in the video market since 2004 and 

offers its customers a complete package to make the best use 

of video for B2B, B2C and B2E. We believe that in the current 

market of (online) video, content cannot do without technology 

and technology cannot do without content. Only the combination 

ensures the desired impact that brands strive for in the interaction 

with their target groups. Quadia is a full-service video-playground: 

we provide the necessary technology, produce the content 

and advise relations with only one goal in mind: creativity and 

maximum results. Quadia serves customers in a range of markets 

for applications such as sales & marketing, internal & external 

communication, customer services and e-learning.

Quadia has been the supplier to the business community (non-

broadcast) within the United company since October 2018. 

United provides television and media production services to the 

broadcast sector, and facilitates the creation of content with the 

latest generation of facilities and enthusiastic service-oriented 

professionals. United also provides technological solutions for the 

management and exploitation of video content. Both Quadia and 

United operate in the Netherlands and abroad, and are part of Euro 

Media Group which operates in France, Belgium, Germany, the UK, 

Switzerland and Italy.
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Disclaimer

All information in this whitepaper has been carefully 

collected by the authors. They cannot however, either 

guarantee, take legal responsibility for or warrant any 

and all results from the use of this information.

All information and data in this whitepaper may not be 

reproduced or published without our explicit written 

consent. © Quadia 2020 / Version 2
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Arendstraat 29

1223 RE Hilversum

The Netherlands

+31 35 544 40 00

info@quadia.com

If you have any questions or if you  

are interested in a free demo, you  

can always contact us.
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